Attachment 2

Argosy Engineering have a network that has grown over time to the current situation in the diagram you have been supplied with.

The Internet connection is over an ADSL link through a national service provider, which replaced the older ISDN connection. There is a direct connection from the ADSL router to a fully switched network, the network administrator wired the building with cat 5 cable and plugged the switch in. As far as he can remember, he did not need to do any configuration of the switch.

The e-mail server was installed four years ago and the network administrator is proud that it has been untouched since this time. The Web server which hosts the public website together with the business partner and customer extranet was set up five years ago and similar to the e-mail server has not been touched since then other than to update the web page content.

The router, switch, e-mail and web servers are housed in an unlocked room adjacent to the managing director’s office.

Three years ago, a wireless network was added for the payroll and personnel department when part of the building was converted into office space. The network administrator has told you that he was pleased at the ease of configuration as it was ‘plug and play’ straight out of the box and has worked reliably since then. Mobile workers with laptops also use the same network access point when they visit the offices.

The accounts department have access to a remote connection over a dial-up link to a branch office.

Unknown to the network administrator, the security guard has installed a modem in the gatehouse in order that he can have Internet and private e-mail access out of hours via his private service provider.

Despite being a networked company, large amounts of data are still transferred and backed up to optical disks. There are no controls over these and they are stored in plastic boxes in the server room. Additionally, it is common practice to bring in disks and other portable storage devices from outside the workplace to both download and upload information.

The network administrator has told you that most of the computers have anti-virus protection installed, since it was pre-installed on the computers when they were purchased six years ago.

Most of the computers including the laptops do not have passwords; those that do have them are due to employees setting their own. Remote access for employees to access e-mail and company documents is provided to employees by dial-up connections into one of the servers.

